Bepcma 1.7 22.11.2021

OnucaHue wnto3a E-mail <=> Direct IP («Irida»)

1. Wno3 «E-mail <=> Direct IP» peanusoBaH Ans ABYCTOPOHHEro obmeHa KOMaHAamMM U cooblieHusmu C
ycTpoiictBamu Iridium SBD nocpeactBom npoTokona e-mail. B wnto3e peannsoBaHa BcA PYHKLMOHANbHOCTb
npoTtokona Iridium SBD Direct IP ¢ Bo3moXKHOCTblO ynpasneHua ¢naramm DISPOSITION FLAGS. MpoTtokon umeet
obLyo CTPYKTYpY M NO3BOAAET OCYLECTBAATb 0OMeH COOobLWEeHMAMN C pPasHbIMUK ycTpoiicTBamu SBD pasHbIx
npoussoauTeneil He MNOrpyKasacb B 0cobeHHOCTM dopmaTtos, KoTopble Oblan pa3paboTaHbl ANA KaKAoOro
yCTpoiicTBa.

2. [nAa Toro, 4Tobbl BOCNONb30BATLCA WAO30M «lrida» HeobxoanMMO NpesBapUTENbHO 3aPErncTPMpPOBaTh CBOM e-
mail agpec Ha WAto3e, NoAYYNTb Naposb A0CTYNa U Nponucatb B ceoem yctpoictse Iridium SBD IP/port wato3a ¢
HeobxoaMMmbiMKM ycTaHOBKamm B pasgene MO n MT Filter. Mo aaHHomy Bonpocy Heobxoammo obpatnuTtbea B 000
«BUOAP» no agpecy mail@widar.ru

3. MNpu dpopMmmnpoBaHMM COOBLLLEHNA [ONKHbI UCMONb30BATLCA TOBKO NAaTUHCKME CUMBOJIbI, LMPbI U 3HAKK
npenunHanna ns Tabamubl ASCIl ¢ kogamn 32-127. Ucxogawme e-mail coobweHns obopmnsoTCS UCKAOUYUTENBHO
B dopmate PLAIN TEXT (6e3 HTML) no cneaytouemy obpasuy (KenaTenbHO MCNONb30BaTb KoaAnpoBKy UTF-8, B
OCTaNIbHbIX KOAMPOBKax paboTa He rapaHTUpyeTca):

From: e-mail agpec 3apernctpnpoBaHHOro oTnpasuTens

To: irida@wdr.su

Subject:300234069300200

Content-Type: text/plain; charset=utf-8

Content-Transfer-Encoding: quoted-printable

Body:

PASS=245675| | DF_FLUSH=1| |DF_RING_ALERT=1||DF_PRIORITY=1| | DF_SSD_UPDATE=1| | DF_ASSIGN_MTMSN=
1| |PRIORITY=3| | MTMSN=65535| | PREFIX=FFOOFF| | TEXT="Privet,Vasya!” | | RECIPIENT=1255| | POSTFIX=FFOOFF| |
AL:DATA| |

Attachment: gBouuHbIl daiin ¢ pacwmpeHmem .SBD (MakcumanbHas ganHa 270 6anT). ima gonkHO cocTosTb U3
NAaTUHCKUX BYKB M LMdp MaKcumanbHoW aAnnHon 250 cumBonos.

, roe
PASS — naponb 3aperncTtpupoBaHHOro Noab30BaTe A Ha WAto3e;

DF_FLUSH — nepepgaya ¢nara FLUSH B coobuieHunmn (ounctka ovepean MT-coobuueHunin).
[onyctumble 3HayeHus 0/1;

DF_RING_ALERT — nepegaya curHana RING_ALERT ycTpoicTBy, 4TO AN HEro ecTb BxoAsLiee coobueHue.
[onyctumble 3HayeHus 0/1;

DF_PRIORITY — ycTraHoBKa ¢/1ara npruopuTeTHOCTN coobuieHuns. [lonyctumble 3HauyeHus 0/1;
PRIORITY — npuoputeT coobeHuns. JonyctTumble 3HayeHna 1 — 5. 1 — HauBbICLIMIA NpuopuTeT, 5 —

HaWUHU3LWNI;

DF_SSD_UPDATE — yctaHoBka ¢pnara SSD_UPDATE. lonyctumble 3HayeHun 0/1;



DF_ASSIGN_MTMSN — yctaHoBkKa ¢nara ASSIGN_MTMSN. Jonyctrmble 3HauyeHns 0/1.
MTMSN — Ha3zHayaemblii HOmep Ana coobueHua. Jonyctumble 3HaYeHua 0 — 65535;

TEXT — TeKcToBOE cooblueHMe (3aKkntovaeTcs B KaBbluku). Jonyctumas anvHa 265 cumeonos ASCII;

RECIPIENT — Homep nonyyaTens coobLieHns B I0KaNbHOM H6ase ycTpoiictea SBD. JonycTumble 3HaYeHus 0 —
65535. Ecim RECIPIENT He ykasblBaeTcsi nonb3oBaTesieM, TO B coobLleHMM OH He nepepgaetcs (none
OTCyTCBYET).

PREFIX — npeduKc cooblieHma B WecTHaguaTtMpuiHom smae. onyctumele cumsonbl 0-9,A-F. Konnuyectso
cMmBO/10B B npedukce obs3aTe/IbHO AO0MKHO ObITb YUETHOE YUCAO0, B NMPOTMBHOM C/lyyae — KpUTUYecKas
ownbKa M cooblieHMe HUKyaa He oTnpasasetca. MakcumanbHas aanHa npedukca 20 cumBosos. Ecam
PREFIX He yKa3biBaeTcA NOAb30BaTeIeM, TO B COOBLLEHNM OH He NepeaaeTtca (nose oTcyTcByerT).

POSTFIX — nocTduKc cooblieHnn B WecTHaguaTMpuyHom sunge. Jonyctumble cumsonbl 0-9,A-F. KoanuyecTso
CMMBOJIOB B NocTduKce 0653aTeNIbHO AOMKHO ObiTb YETHOE YMCNOo, B NPOTUBHOM CAydae — KpUTMYEeCKas
ownbKa n cooblieHne HUKyaa He oTnpasaseTcA. MakcumanbHasa AnvHa noctomkca 20 cumsonos. Ecam
POSTFIX He yKka3blBaeTcs No/sib3oBaTesiemM, TO B COOOLLEHMN OH He nepegaeTcs (none oTcyTcByeT).

AL — npMmeHsemas KoAMPOBKa ASA nepenayn B CeTb HasHauyeHus (B Cay4au, ecin ceTu NoadepKuBaioT
TaKyto KOAMPOBKY). BapuaHTbl:

TELEX — npumeHsaeTca 5-Tn 6uTHaa koanposKa ITA2;

TEXT — npumeHsaeTca 7-mu 6uTHasa Koamposka ASCII;

DATA — npumeHneTcs 8-6MTHanA KOAMPOBKa.
Mo ymonyaHuto, ecnmn He yKasaH napameTp AL, To coobuieHune nepegaetca B 8-mu GUTHON KogMpOBKe.

OnucaHHble NapaMeTpbl YKasblBAOTCA B TeNe N1cbma B NPOM3BOJIbHOM NMopsAKe M pasgensatorca “||” 6es

Ml |ll

AONO/THUTENbHbIX npo6enos. Nocne nocnegHero napameTpa TaKKe CTaBUTCA

Mopapok cbopa puHaNbHOro coobLueHna AnA OTNPABKM Ha LLK03 NPeACTaB/eH Ha AMarpaMme HUXKe:
>
PREFIX + RECIPIENT + TEXT + POSTFIX
nau
PREFIX + RECIPIENT + FILE + POSTFIX

Mpw oTcyTcTBUM B Tene e-mail coobLieHMA NPAMOro yKasaHuA napameTpa 3TOT NapaMeTp He nepeaaeTca B
coobuweHnn. I3To oTHocuTcA K napametpam: PREFIX, RECIPIENT, POSTFIX. Takum o6pa3om cTaHOBMUTCA
BO3MOXHbIM KaK Mepefaya TEKCTOBbIX COOOLLEHMI C 3aronoBKamu, Tak M 6e3 Hux. lNpuyem 3Ta cxema
NPUMEHSAETCA, KaK AR TEKCTA, TaK U A1a NpUNoKeHHoro daina.

4. Bxogsuwme coobweHns MO noctynatoT ¢ agpeca sbd_service@wdr.su.

5. KBuTaHuun npuxoast c agpeca sbd service@wdr.su

6. Ecnm e-mail agpec KAneHTa He 3aperMcTpMpoBaH Ha LWKO3e, TO W03 HA 3anpockl He oTBevaeT. Ecam KaneHT
nbiTaeTca 0bpaTnTbcA K HesapernctpmposaHHomMy IMEI ycTpotiictsa Iridium SBD, To oTBeTa OH He NnoJiyyaerT.



7. Ecnm e-mail agpec KnmMeHTa 3aperucTpmpoBaH Ha Wto3e n obpaleHne naet K ceoemy IMEI, To He3aBucMmo oT
coctosHua  (PA3B/TIOKUPOBAH/3AB/IOKMPOBAH)  KAMEHT noayd4aeT  KBUTaHUMIO OT  wao3a.  Ecau
3aperncTpupoBaHHbIii  NONb30BaTeNb MblTaeTcA obpatuTbcAa K uyxomy IMEI, To OH nmonyvyaeT KBUTAHLMIO C
OTKA30M C MOACHEHWEM, YTO AOCTYN 3anpeLleH.

KBuTaHumu 6bIBatOT ABYX TUNOB:
e OT wnto3a «lridax;

e OoT wuo3a Iridium SBD.

LWnto3 «lrida» dunbtpyeT coobuieHns, opopmaeHHble B HapyLLUeHUE JAHHOMO AOKYMEHTa.
LWnto3 Iridium SBD punbTpyeT cooblieHna Ha npeaAMeT HapyLlieHuns npotokona Direct IP.

8. Ob6s3atenbHbIM NapameTpom A5 OTNpPaBKU Aob6oro coobuweHus ABASETCA Maposb nosb3oBaTens PASS,
KOTOPbIA [OOMKEH MEHATbCA NEepUoAMYEcKU KameHTom. Cnocob cmeHbl napons 6yaeTr onucaH nosgHee.
OcTanbHble NapaMeTpbl ABAAKOTCA ONLUMOHANbHBIMU, U UX HAIMYME B COOOLLEHMM HeOBA3aTENbHO.

9. Ha yctpoiicteo Iridium SBD MOXHO OTNpaBuTb NMBO TEKCT, 1M60 BMHapHbIe AaHHble B BUAE MPUAOKEHHOTO
daina c pacwmpeHmem .sbd. O6wan ANMHA COOBLLEHMA CO BCEMM 3ar010BKaMU HE MOXKET npeBblwaTb 270 6aliT.
CTpyKTypa nepesaBaemoro coobLeHns NpeacTaBieHa HUXKe:

PREFIX RECIPIENT CopaeprkaTtenbHas YacTb CoobLeHus POSTFIX
Mocneaytowme Q 6aliToB
TEXT vnu FILE
MakcumanbHas AJ/inHa Bcero coobuleHun, BKAoYas Bce 3aronosku, 270 6ant

Mopsaaok cneposaHus 6antos B nose RECIPIENT(ctaplmnin 6aiiT cnesa) = Ox11FF = 4607

10.Ecnv nonb3oBaTenb NbITaeTCA O4HOBPEMEHHO HanNpaBWUTb B Tene COOOLLEHUA TEKCT U NPUAOKUTL BUHapPHDbIN
daiin, To NpUNoXKeHHbIN Gpain UTHOPUPYETCA U OTNPABAAETCA TO/IbKO TEKCT U3 Tena NUcbMa.

11.Ecnv nonb3oBaTenb NpW YKasaHMM NapameTpa coBepLumna opdporpaduyeckyro ownbKy, To 3TOT napameTp byaet
NPOUrHOPMPOBAH M NPW OTCYTCTBUWM APYIUX KPUTMYECKMX OWMOOK cooblieHue OyaeT OTMPaBJEHO Ha LW/to3
Iridium SBD. B nonyyaemolt KBUTaHUMKM BO3BPALLAETCA NOJIHbIN CNMCOK 06paboTaHHbIX MapameTpoB npu pasbope
coobuweHuns. K npumepy, B yKasaHHOM HUXKe cooblieHnn Bbina gonylueHa owmnbKa u Bmecto cumeona “_” 6bin
yKasaH cumBon “+”. MapameTp 6bl1 NPOCTO NPOUrHOPUPOBaH, Bbl10 chopmUpoBaHO cooblieHme 6e3 oMbouyHoro
napameTpa 1 oTnpasaeHo Ha wnto3 Iridium SBD.

O6pasey, nncbMa

To: irida@wdr.su

Subject: 300234069402670

MIME-Version: 1.0

Content-Type: text/plain; charset=utf-8
Content-Transfer-Encoding: quoted-printable

PASS=999999 | | DF_SSD_UPDATE=1| | TEXT="Text02" | |RECIPIENT=254 | | DF+RING_ALERT=1| | MTMSN=
34567| | DF_ASSIGN_MTMSN=1] |



O6pasel, KBUTaHLMMU

From: sbd_service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: SBD Mobile Terminated Message Declined for Unit: 300234069300200
Body:

The following mobile-terminated message was queued for delivery:

IMEI: 300234069300200
Time: Thu Nov 18 08:53:01 2021
Gateway answer: Successful, order of message in the MT message queue

PRIORITY=5;DF_SSD_UPDATE=1;DF_ASSIGN_MTMSN=1;MTMSN=34567.

TEXT[HEX]=0000FEQ7546578743032
RECIPIENT=FE

The message is number 1 in the queue

12. O6pasubl e-mail KBUTaHLMIA, OTNPABAAEMbIX aBTOPM30BAHHbIM KNMEHTaM:

From: sbd_service@wdr.su

To: e-mail agpec nonb3soBatens

Subject: SBD Mobile Terminated Message Declined for Unit: 300234069300200
Body:

The following mobile-terminated message was declined for delivery:

IMEI: 300234069300200
Time: Wed Nov 17 01:16:01 2021
Gateway answer: Ring alerts to the given IMEI are disabled

Attachment Filename: 300234069300200.sbd
Attachment Size: 13

PRIORITY=2| | DF_FLUSH=1| | DF_RING_ALERT=1| | DF_PRIORITY=1| | DF_SSD_UPDATE=1.

TEXT[HEX]=24A247C0012F8E86E00081C400




From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: SBD Mobile Terminated Message Queued for Unit: 300234069300200
Body:

The following mobile-terminated message was queued for delivery:

IMEI: 300234069300200
Time: Wed Nov 17 01:11:01 2021

Gateway answer: Successful, order of message in the MT message queue

Attachment Filename: 300234069300200.sbd
Attachment Size: 13

PRIORITY=2| | DF_FLUSH=1| | DF_PRIORITY=1| | DF_SSD_UPDATE=1.

TEXT[HEX]=24A247C0012F8E86E00081C400

The message is number 1 in the queue

From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: SBD Mobile Terminated Message Queued for Unit: 300234069300200
Body:

The following mobile-terminated message was queued for delivery:

IMEI: 300234069300200
Time: Wed Nov 17 07:06:01 2021
Gateway answer: Successful, order of message in the MT message queue

Attachment Filename: test270.sbd
Attachment Size: 270

PRIORITY=3| | DF_PRIORITY=1.

TEXT[HEX]=746573745F746573745F746573745F746573745F746573740D0A746573745F746573745F746573745F
746573745F746573740D0A746573745F746573745F746573745F746573745F746573740D0A746573745F7465737
45F746573745F746573745F746573740D0A746573745F746573745F746573745F746573745F746573740D0A7465
73745F746573745F746573745F746573745F746573740D0A746573745F746573745F746573745F746573745F746
573740D0A746573745F746573745F746573745F746573745F746573740D0A746573745F746573745F746573745F
746573745F746573740D0A746573745F746573745F746573745F746573745F746573740D0A746573745F7465737

431

The message is number 2 in the queue



From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: SBD Mobile Terminated Message Declined for Unit: 300234069300200
Body:

The following mobile-terminated message was declined for delivery:

IMEI: 300234069300200
Time: Wed Nov 17 06:39:01 2021
Gateway answer: Payload expected, but none received

PRIORITY=1]| | DF_PRIORITY=1.

From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: SBD Mobile Terminated Message Declined for Unit: 300234069300200
Body:

The following mobile-terminated message was declined for delivery:

IMEI: 300234069300200
Time: Wed Nov 17 06:42:02 2021
Gateway answer: Payload expected, but none received

PRIORITY=4| | DF_PRIORITY=1.

From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: SBD Mobile Terminated Message Queued for Unit: 300234069300200
Body:

The following mobile-terminated message was queued for delivery:

IMEI: 300234069300200
Time: Wed Nov 17 06:49:01 2021
Gateway answer: Successful, order of message in the MT message queue

Attachment Filename: test270.sbd
Attachment Size: 269

PRIORITY=3| | DF_PRIORITY=1.

TEXT[HEX]=746573745F746573745F746573745F746573745F746573740D0A746573745F746573745F746573745F
746573745F746573740D0A746573745F746573745F746573745F746573745F746573740D0A746573745F7465737
45F746573745F746573745F746573740D0A746573745F746573745F746573745F746573745F746573740D0A7465
73745F746573745F746573745F746573745F746573740D0A746573745F746573745F746573745F746573745F746
6



573740D0A746573745F746573745F746573745F746573745F746573740D0A746573745F746573745F746573745F
746573745F746573740D0A746573745F746573745F746573745F746573745F746573740D0A746573745F7465737
4

The message is number 1 in the queue

From: sbd service@wdr.su

To: e-mail agpec nonb3soBatens

Subject: SBD Mobile Terminated Message Declined for Unit: 300234069300200
Body:

The following mobile-terminated message was declined for delivery:

IMEI: 300234069300200
Time: Wed Nov 17 06:15:02 2021
Gateway answer: Payload expected, but none received

PRIORITY=5.

From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: SBD Mobile Terminated Message Queued for Unit: 300234069300200
Body:

The following mobile-terminated message was queued for delivery:

IMEI: 300234069300200
Time: Wed Nov 17 06:15:02 2021

Gateway answer: Successful, order of message in the MT message queue

Attachment Filename: 300234069300200.sbd
Attachment Size: 13

PRIORITY=5.

TEXT[HEX]=24A247C0012F8E86E00081C400

The message is number 4 in the queue

From: sbd service@wdr.su

To: e-mail agpec nonb3osatens
Subject: Error: SBD Mobile-Terminated Message Not Queued for Unit: 300234069300200
Body:



Error: Attachment Error. You can attach only one file with max size up to 270 bytes.
Filename must have only latin letters and digits and file extension ".sbd"

From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: Error: SBD Mobile-Terminated Message Not Queued for Unit: 300234069300200
Body:

Error: Access denied to IMEI: 300234069300200

From: sbd service@wdr.su

To: e-mail agpec nonb3soBatens

Subject: SBD Mobile Terminated Message Queued for Unit: 300234069300200
Body:

The following mobile-terminated message was queued for delivery:

IMEI: 300234069300200

Time: Thu Nov 18 08:53:01 2021

Gateway answer: Successful, order of message in the MT message queue
PRIORITY=5;DF_SSD_UPDATE=1;DF_ASSIGN_MTMSN=1;MTMSN=34567.

TEXT[HEX]=0000FE07546578743032

The message is number 1 in the queue

From: sbd service@wdr.su

To: e-mail agpec nonb3soBatens

Subject: SBD Mobile Terminated Message Declined for Unit: 300234069300200
Body:

The following mobile-terminated message was declined for delivery:

IMEI: 300234069300200
Time: Thu Nov 18 09:01:01 2021
Gateway answer: Violation of MT DirectIP protocol error

PRIORITY=5;DF_RING_ALERT=1;DF_SSD_UPDATE=1;DF_ASSIGN_MTMSN=1;MTMSN=34567.

TEXT[HEX]=0000FD08546578743033

From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens
Subject: SBD Mobile Terminated Message Declined for Unit: 300234069400200



Body:
The following mobile-terminated message was declined for delivery:

IMEI: 300234069400200
Time: Thu Nov 18 11:19:02 2021
Gateway answer: Unknown IMEI - not provisioned on the Iridium Gateway

Attachment Filename: 300234069400200.sbd
Attachment Size: 13

PRIORITY=5.

TEXT[HEX]=24A247C0012F8E86E00081C400
RECIPIENT=71

From: sbd service@wdr.su

To: e-mail agpec nonb3sosatens

Subject: Error: SBD Mobile-Terminated Message Not Queued for Unit: 300234069400200
Body:

Error: Attachment Error. You can attach only one file with max size up to 270 bytes.
Filename must have only latin letters and digits and file extensison ".sbd"




